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Part I – Security Fundamentals for Web Services 

• Chapter 01 – Security Fundamentals for Web Services 
• Chapter 02 – Threats and Countermeasures for Web Services 
• Chapter 03 – Security Design Guidelines for Web Services 
Part II – WCF Security Fundamentals 

• Chapter 04 – WCF Security Fundamentals 
• Chapter 05 – Authentication, Authorization, and Identities in WCF 
• Chapter 06 – Impersonation and Delegation in WCF 
• Chapter 07 – Message and Transport Security 
• Chapter 08 – Bindings 
Part III – Intranet Application Scenarios 

• Chapter 09 – Intranet – Web to Remote WCF Using Transport Security (Original Caller, TCP) 
• Chapter 10 – Intranet – Web to Remote WCF Using Transport Security (Trusted Subsystem, 
HTTP) 
• Chapter 11 – Intranet – Web to Remote WCF Using Transport Security (Trusted Subsystem 
TCP) 
• Chapter 12 – Intranet – Windows Forms to Remote WCF Using Transport Security (Original 
Caller, TCP) 
Part IV – Internet Application Scenarios 

• Chapter 13 – Internet – WCF and ASMX Client to Remote WCF Using Transport Security 
(Trusted Subsystem, HTTP) 
• Chapter 14 – Internet – Web to Remote WCF Using Transport Security (Trusted Subsystem, 
TCP) 
• Chapter 15 – Internet – Windows Forms Client to Remote WCF Using Message Security 
(Original Caller, HTTP) 

Checklist 
• WCF Security Checklist 

Guidelines 
• WCF Security Guidelines 

Practices 
• WCF Security Practices  


